Government of India (IR AIPR)
Ministry of Railways A& HATAT)
(Railway Board ¥3&d %)

No. TC-1/2015/104/5 New Delhi, dt. 5.08.2019

Principal Chief Commercial Manager
Western Railway

Sub: Electronic Payment System
Ref: WR’s letter No.C.291/10/E-payment/Agr.Format Vol.II dt.15.05.2019

Please refer to WR’s letter under reference wherein Railway has highlighted
certain technical issues regarding multiple transaction Ids against single RR etc.

The matter was forwarded to CRIS/FOIS for examination. They have
furnished point wise response from which it may be seen that against each CRIS’
transaction 1d, there can be only one Bank Transaction Id with a successful message
received from Bank server. The system is so designed that it prevents/restricts the
possibility of double debiting of customer’s bank account. Regarding transaction done
on 31% March, the credit of the transaction is given to the Railway on the day, the
transaction is successful (copy of CRIS/FOIS’ letter is enclosed herewith).

It is to state that FOIS/CRIS has no role in the case of generation of multiple
transaction Ids by bank. Customer can hold the bank responsible for the same as a
signatory to the e-payment agreement.

DA: as above
\,\.'/’.‘rLf)‘ —)?f o f\ /‘ ‘l J
(Shilpi Bishnoi)
Director, Traffic Commercial(Rates)
Railway Board
Copy to:

Principal Chief Commercial Manager
All Zonal Railways (except WR)



NORTHERN RAILWAY
FREIGHT OPERATIONS INFORMATION SYSTEM
Office of the CAO/FOIS, CRIS Complex, Chanakyapuri,
New Delhi-110021

Mo, CAO/FOIS /94 /Masin/ 15-Payment /PLVIE /2017

o . - .
Director, Tradfic Corp Wy
Ministy of Ralways
(Rattway Bourd;
New Delhi.
Sub: Filectronic Payment system.
Ref: Sour Difice letter no. TC-1/2015/104 15, dured 29.05201Y ~% L
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CENTRE FOR RAILWAY INFORMATION SYSTEMS
CHANAKYAPURI/NEW DELHI

No. 2017 /CRIS/NDLS-HQ/AD/ZONAL RLY/FOIS/EPAYMENT/0029/PT-2  Dated: 08.07.2019

COM/EQIS

Office of CAQSEOIS,

CRIS Campus,
Chanakyapuri, New Delhi.

Sub: Flectronic Payment System

Ref: Your office’s letter no. CAOQ/FOI5/94/Main/E-Payment/Pt Vil/2017 dated 30-05-
2019,

The detaile sent vide above referrad letter have been examined and the analysis of the
issue s as under:

The e-Payment svstem is a B2B8 integration between FOIS and Bank servers dedicated
only for freight Collection. FOIS as well as Bank both maintain each e-Payment Customer's
master details for validations and transaction purpose. FOIS/TMS processes transaction request

O

after performing necessary validations involving v

wicus vital parameters. For each customer,
thare is only one gedicated debit and credit (Railway's Pool in account t} account configured and
transaction can happen between these Two 3C0oUnts only which is talen care by CRIS and Bank

both.

Commuaication between CERIS and Bank Servers is protected by industry standard

wecurity measures and is certified by SSL Certificate. All financial data exc ‘hanged between the

Bank and FOIS server 15 encrypted to ensure message confidentiality.

The pOm?v‘v’éfm’f cornments against each issue and suggestions as mentioned in the above

referred letter are given below:
(i) Muitiple 8ank Transaction 1Ds against a single RR No./CRIS Transaction i -

CRIS Comments: When a transaction is being fired by the Rajlway User in FOIS 5/ T

Apphication for collection of freight, FOIS System gencrates o Unigue Transaction id Lo CRIS
Transaction 1. Bank Server also generates a Unigue Transaction I} against aach transaction

hitting their Server n case of successful transaction in the first hit, the FOIS/TIME Application
captures the CRIS Transaction 1d as well as the Bank Transaction id against the RR. However, in
case of fallure transactions, whenever, TOIS Systemn initiate the transaction automatically for
FRRs penerated against LO/BG Amount, the TRIS transac tion 1D remams same correspending te

a transaction till it gets a Successful message from the Bank Server
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Hewever, i case of any network/system failure when the transaction has been
processed suconsstully at Bank's end and FOS setver doesn't receive SUCTESSFUL message
from Bank Server in the first attempt, m such cases Bank Swver returns he previous colfect ton

details alongwith the Bank ndmamon id withs further wrorewr /ciebmng the Lramamon in
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subsequent ﬂ;ftmmpts{

aummt H 'mmw C o gase the said transaction was not nucu) stul in the urci m;tanu: Bani

Server processes the transaction indtiated by OIS System and communicate the status of the

fransachon back to FOIS Server ai(mg wnh a.smher tion %d However, it is to be

Wk Transac

mentioned that, against each CRIS , Tras uxcucm ld there can bhe on'y one Bank Transaction id

with 8 Successful Messapge received frorm Bank Ser ver.,
{a) Every RR No /CRIS Transaction iD should have a unique Bank Transaction {D.

CRIS Comments: it is further clarified that, for eac i e-Payment transaction request, OIS
Systerm generates a unique Transaction 1D as CRIS Transaction {D which is being sent to the

respective bank server aicngwith other vital parameters of the said fransaction. in response to

same, Bank also g and returns a Transaction iD which is termed as Bank Transaction
1. The said unigue Transaction W gets generated each time on evary irans action request of
CRIS irrespective of status of the transaction (success/Failure). However. it is 10 be mentioned
that, against each CRIS Transaction t4, there can be only one Bank Transaction Id with a

Successful Message received from Bank Server.

{b) Muitiple Bank Transacticn 1Ds st hould not be generated by Bank in case of failed
transactions,

CRIS Comments: As multiple Bank Transaction iD are being generated by the Bank
cerver as per their system design, CRIS cannot comment on the same. However, it is to be
mentionaed that, azainst each CRIS Transaclion id, there can be only one Bank Transacticn id
m Bank Server,

with a Successtul Mes:
(¢} Bank Yransactions 1D should have & continuity which should be checked by FOIS.

CRIS Comments: Bank Server handles a lot of monetary transactions other than the
transactions inflisted by FOIS System. Moreover, as Bank Transaction 1D is being generated by

the Bank server as per their system design. CRi5 cannot comment on the $ame,

{d} Bank Transaction i should be preserved by Bank and should be used in ali
referentes refated 1o FOIS transactions.

CRIS Comments: As Bank Transaction 1D is being generated by the Bank server as per
their system design, CRIS cannot comment on the same. However, as per discussions held with
Y g

Al the Banks, Barks preserve all the transaction details alongwith the corresponding Bank
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ransaction Ids as Bank has been able to provide the previous transaction records whenever
vasked for same.

(e) If the Bank debits a party’s account twice by mistake, it should refund the party
first because it is the Bank’s fault. Later it can ciaim refund from Railway with proof (Multiple
Bank Transaction ID against single CRIS Transaction ID and multiple credit to RBI).

CRIS Comments: In case of any network/system failure when the transaction has been
processed successfully at Bank’s end and FOIS server doesn’t receive SUCCESSFUL message
from Bank Server in the first attempt, in such cases Bank Server returns the previous collection
details alongwith the Bank Transaction id without further processing/debiting the transaction in
subsequent attempts. This prevents/restricts the possibility of double debiting of customer’s
account. However, in case Railway Goods-Clerk has collected the due freight amount through
“other mode of payment for an e-RR issued against LC/BG, the immediate suspension of
transaction is necessary to avoid debiting the customer’s account through e-Payment mode
also. Hence e-Payment system has been designed in such a way that twice debit of customer’s
account cannot take place except for twice payment through Money Receipt and e-Payment
both on account of delay in suspension of e-RR

(i) Some e-Payment transactions of 31°* March are not included in the residual scrolls
for previous financial year.

CRIS Comments: When a transaction hits the Bank server on 31% March and due to any

technical issue, is not getting SUCCESSFUL on 51% March, the same will keep on hitting the Bank
server irrespective of number of attempts/days till the same gets SUCCESSFUL. The credit of the
same transaction is given to Railway on the day, the transaction is getting Successful. The
further information on same can be provided by Bank as per their system design.

This is for your information please. -
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9/7 11
(Niraj Verma)
GM/FOIS
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